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This Utah Student Data Privacy Agreement (“DPA”) is entered into by and between the

Wasatch School District (hereinafter referred to as “LEA”) and Discovery Education Inc
(hereinafter referred to as “Contractor”) on Qct 06 ,2020 . The Parties agree to the

terms as stated herein.

RECITALS

WHEREAS, the Contractor has agreed to provide the Local Education Agency (“LEA”) with
certain digital educational services (“Services”) pursuant to a an Educational Services Agreement
dated July 31, 2017

(“Service Agreement”); attached hereto as Exhibit A and

WHEREAS, in order to provide the Services described in the Service Agreement, the Contractor
may receive or create, and the LEA may provide documents or data that are covered by several
federal statutes, among them, the Family Educational Rights and Privacy Act (“FERPA”) at 20
U.S.C. 1232g (34 CFR Part 99), Children’s Online Privacy Protection Act (“COPPA”), 15 U.S.C.
6501-6506; Protection of Pupil Rights Amendment (“PPRA”) 20 U.S.C. 1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Contractor’s
Services are also subject to Utah state student privacy laws, including the Utah Student Data
Protection Act UCA Section 53E-9; and

WHEREAS, for the purposes of this DPA, Contractor is a school official with legitimate
educational interests in accessing Education Records pursuant to the Service Agreement for the
limited purposes of this DPA; and

WHEREAS, the Parties wish to enter into this DPA to ensure that the Service Agreement
conforms to the requirements of the privacy laws referred to above and to establish implementing
procedures and duties; and

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities
to protect student data transmitted to Contractor from LEA pursuant to the Service Agreement,
including compliance with all applicable statutes, including the FERPA, COPPA, PPRA and other
applicable Utah State laws, all as may be amended from time to time. In performing these
services, the Contractor shall be considered a School Official with a legitimate educational
interest, and performing services otherwise provided by the LEA. With respect to the use and
maintenance of Student Data, Contractor shall be under the direct control and supervision of the
LEA.
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2. Nature of Services Provided. The Contractor has agreed to provide digital educational
products and services outlined in Exhibit “A”.

3. Student Data to Be Provided. The Parties shall indicate the categories of student data to be
provided in the Schedule of Data, attached as Exhibit “B”.

4. DPA Definitions. The definition of terms used in this DPA is found in Exhibit “C”. In the
event of a conflict, definitions used in this DPA shall prevail over term used in the Service
Agreement.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmitted to the Contractor pursuant to the
Service Agreement is and will continue to be the property of the student.

2. Parent Access. The LEA shall establish reasonable procedures by which a parent, legal
guardian, or eligible student may request the opportunity to inspect and review Student Data in
the student's records, and seek to amend Student Data that are inaccurate, misleading or in
violation of the student's right of privacy. Contractor shall respond in a timely manner (and no
later than 45 days from the date of the request) to the LEA’s request for Student Data in a
student's records held by the Contractor to view or correct as necessary. In the event that a parent
of a student or other individual contacts the Contractor to review any of the Student Data accessed
pursuant to the Services, the Contractor shall refer the parent or individual to the LEA, who will
follow the necessary and proper procedures regarding the requested information.

3. Third Party Request. Should a Third Party, including law enforcement and government
entities, request data held by the Contractor pursuant to the Services Agreement, the Contractor
shall redirect the Third Party to request the data directly from the LEA. Contractor shall notify the
LEA in advance of a compelled disclosure to a Third Party. Contractor shall share Student Data
with law enforcement if required by law or court order.

4. Subprocessors. Contractor shall enter into written agreements with all Subprocessors
performing functions pursuant to the Service Agreement, whereby the Subprocessors agree to
protect Student Data in a manner consistent with the terms of this DPA. Contractor shall provide
the LEA with a description of the subprocessors or types of subprocessors who have access to the
LEA's student data and shall update the list as new subprocessors are added.

ARTICLE III: DUTIES OF CONTRACTOR

1. Privacy Compliance. The Contractor shall comply with all applicable state and federal laws
and regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA and all
other Utah privacy statutes as they relate to the collection, use, storage, or sharing of student data.

2. Authorized Use. The data shared pursuant to the Service Agreement, including persistent
unique identifiers, shall be used for no purpose other than the Services stated in the Service
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Agreement and/or otherwise authorized under the statutes referenced in the prior subsection.
Contractor also acknowledges and agrees that it shall not make any re-disclosure of any Student
Data.

3. Employee Obligation. Contractor shall require all employees and subprocessors who have
access to Student Data to comply with all applicable provisions of this DPA with respect to the
data shared under the Service Agreement.

4. Use of De-identified information. De-identified information and metadata may be used by
the Contractor for the purposes of development, research, and improvement of educational
sites, services, or applications, as any other member of the public or party would be able to use
de-identified data and metadata pursuant to 34 CFR 99.31(b). Contractor agrees not to attempt to
re-identify de-identified Student Data.

5. Disposition of Data. Upon written request Contractor shall dispose or delete all Student
Data obtained under the Service Agreement when it is no longer needed for the purpose for
which it was obtained. The duty to dispose of Student Data shall not extend to data that has
been de-identified. TheLEA may employ a “Request for Deletion of Student Data” form, a copy
of which is attached hereto as Exhibit “D”.

6. Additional Acceptable Uses of Student Data. Contractor is prohibited from using Student
Data for any secondary use not described in this agreement except:

a. for adaptive learning or customized student learning purposes;

b. to market an educational application or product to a parent or legal guardian of a
student if Contractor did not use Data, shared by or collected per this Contract, to
market the educational application or product;

c. touse a recommendation engine to recommend to a student

1.  content that relates to learning or employment, within the third-party
contractor's internal application, if the recommendation is not motivated by
payment or other consideration from another party; or

ii.  services that relate to learning or employment, within the third-party
contractor's internal application, if the recommendation is not motivated by
payment or other consideration from another party;

d. to respond to a student request for information or feedback, if the content of the
response is not motivated by payment or other consideration from another party.; and

e. to use Data to allow or improve operability and functionality of the third-party
contractor's internal application.

ARTICLE IV: DATA PROVISIONS

1. Data Security. The Contractor agrees to abide by and maintain adequate data security
measures, consistent with standards and best practices within the educational technology industry,
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and to protect Student Data from unauthorized disclosure or acquisition by an unauthorized
person. These measures shall include, but are not limited to:

a Passwords and Employee Access. Contractor shall secure usernames, passwords,
and any other means of gaining access to the Services or to Student Data. Contractor
shall only provide access to Student Data to Subprocessors employees or
contractors that are performing the Services.

b. Security Protocols. Both parties agree to maintain security protocols that meet
industry standards in the transfer or transmission of any data, including ensuring that
data may only be viewed or accessed by parties legally allowed to do so. Contractor
shall maintain all data obtained or generated pursuant to the Service Agreement in a
secure digital environment and not copy, reproduce, or transmit data obtained pursuant

to the Service Agreement, except as necessary to fulfill the purpose of data requests by
LEA.

C Security Technology. Contractor shall employ internet industry standard
measures to protect data from unauthorized access while the data is in transit or at rest.
The service security measures shall include server authentication and data encryption.
Contractor shall host data pursuant to the Service Agreement in an environment using a
firewall that is updated according to industry standards.

d Audit Rights. Upon reasonable notice, and at the request of the LEA, the LEA
or the LEA’s designee may audit the Contractor no more than once per calendar year
to verify compliance with this DPA, as required by the Utah Student Data Protection
Act.

2. Data Breach. In the event that Contractor discovers that Student Data has been accessed or
obtained by an unauthorized individual, Contractor shall provide notification to LEA within a
reasonable amount of time of the incident and without undue delay, not to exceed seven business
days.

ARTICLE V- GENERAL OFFER OF PRIVACY TERMS
Intentionally Omitted
ARTICLE VI: MISCELLANEOUS

1. Term. The Contractor shall be bound by this DPA for the duration of the Service Agreement
or so long as the Contractor maintains any Student Data.

2. Termination. In the event that either party seeks to terminate this DPA, they may do so by
mutual written consent so long as the Service Agreement has lapsed or has been terminated. LEA
shall have the right to terminate the DPA in the event of a material breach of the terms of this
DPA.

3. Effect of Termination Survival. If the Service Agreement is terminated, the Contractor shall
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destroy all of LEA’s data pursuant to Article III, section 5 above.

4. Priority of Agreements. This DPA shall govern the treatment of Student Data in order
to comply with privacy protections, including those found in FERPA and all applicable
privacy statutes identified in this DPA. In the event there is conflict between the DPA and the
Service Agreement, the DPA shall take precedence. Except as described in this paragraph
herein, all other provisions of the Service Agreement shall remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereunder must
be in writing and given by personal delivery, or e-mail transmission (if contact information is
provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designated representatives below:

a. Designated Representatives
The designated representative for the LEA for this Agreement is:

Name: Robert Nield
Title: Technology Manager

Contact Information:
robert.nield@wasatch.edu

101 E 200 N Heber City, UT 84032

The designated representative for the Contractor for this Agreement is:

Name: Travis Barrs
Title: Chief Operating Officer

Contact Information:
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6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and
either retroactively or prospectively) only with the signed written consent of both parties.

7. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same time,
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn without
invalidating the remaining provisions of this DPA or affecting the validity or enforceability of
such provision in any other jurisdiction.

8. Governing Law: Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF UTAH,
WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
FEDERAL COURTS OF UTAH FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT OR THE TRANSACTIONS CONTEMPLATED HEREBY.

9. Authority. Contractor represents that it is authorized to bind to the terms of this DPA,
including confidentiality and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
access to the Student Data and/or any portion thereof, or may own, lease or control equipment or
facilities of any kind where the Student Data and portion thereof stored, maintained or used in any
way. Contractor agrees that any purchaser of the Contractor shall also be bound to this DPA.

10. Waiver. No delay or omission of the LEA to exercise any right hereunder shall be construed
as a waiver of any such right and the LEA reserves the right to exercise any such right from time
to time, as often as may be deemed expedient. LEA hereby waives and releases any and all claims
against the Utah State Board of Education and/or its members, departments, office, and staff
(collectively, “USBE”), for USBE’s efforts and conduct related to the negotiations and/or
formation of this DPA. The parties agree that USBE is not an agent nor a representative of LEA
in the formation or execution of this DPA, and that LEA negotiated with Contractor at arm’s
length in the creation of this DPA. USBE is thus not responsible or liable to either party under this
DPA, and owes no duty to either party under this DPA.

10. Successors Bound. This DPA is and shall be binding upon the respective successors in
interest to Contractor in the event of a merger, acquisition, consolidation or other business
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reorganization or sale of all or substantially all of the assets of such business.

IN WITNESS WHEREQOF, the parties have executed this Utah Student Data Privacy Agreement
as of the last day noted below.

Contractor: Discovery Education Inc

DocuSigned by:

Q__z;g october 6, 2020
BY: Date:

78B6C33846AB459...

. Travis Barrs, . Ccoo
Printed Name: "l§1tle/Pos1t10n:

Wasatch School District

Local Education Agency:
BY: é W Date: OCt 6’ 2020
Printed Name: Robert Nield Title/Position: IT Manager
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EXHIBIT “A”

DESCRIPTION OF SERVICES

aDlscovery

EDUCATION

llldnlio‘ﬂ?ﬁmi? botween
COUNTY SCHOOL DISTRICT, ﬁw

emmmumswwwmwnwwmwmmu
attachments and exhibits hereto, including the following:

O On-site Session (lor wup 1o & hours) with 1 PD Specialist
One On-ine Weblinas (three-hour senes)
DIMMEEMM Integration Services
Integration Services

. anmwwmummm 1o Subscribr, and tha educaton,
and students 'um‘)mhmmnmnmammm
o ) & fimited, iy mh?mn!umbﬂwlbmm
Education Services 1o which
Packsge’). “Discovary Education Services™ mmmm msmmm
mmm'rmm moﬂ.
nnd Servces. Users shal DﬂmEﬂuﬂnSﬂvﬂlh
ummmmmmem&mmwmwummuuwm
other moans on which the parties may agree, and shall use such Discovery Education muuﬂoﬂhhﬁl
MMMWMTMMLMIMMMTW&Wi
- oY ey am/about, of im and a3 Discovery may meofUuM

it i
lime (o lime.

The “indial Tenm” shall be 08/01/2017 thrcugh and inchuding 07/31/2021.

Subject 10 Subscrber's compliance with all the terms of the Agresment. Subscriber shall have the option Lo renew for
one |1) sddisonal four-year period as sel forth below:

F Term™ through O7T/302025;
provided 1o Déscovery of its intent 1o renew no later than 070172021 for the Firt

meanmm list of schools and number of student licenses for the First Renewal
Term, such list io ba incomoraied harein as Exhibit A.

The pricing for fhis icense (the Feoes™) shall bo s folloss:

Discovery Educaion Services
Initial Term
ORDIZONT to OT/IVA0IE
Prica Discounted Total
Price

150, X
14, 550,00
ﬁ,&w na | $12.500.00
nia S0.00
TolaT | §2558050
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EDUCATION

0&/01/2018 to 07/31/2019
Quantty Description Prae Dscounted Total
Priea.
Discove.
1 License $3.150.00 $2,709.00 | $2.709.00
T Discovery and Middle Schodl License $2600.00 | £2.236.00 ;l 5.652.00
Education Profeasional Services
4 On-Site Professional wil PO for up 1o 25 5 $2,500.00 nfa | $10,000.00
Total | $28,383.00 |
08/01/2019 to 07/31/2020
Quantty Description Price Decounted Total
Price
1 $2,929.50 | $2.929.50
7T $2,600.00 SZ:‘ 18.00 $16.926.00
3 $2.500.00 n/a| $7.500.00
Total | $27.355.50
08/01/2020 to 07/31/2021
Quantty Descnption Price Decounted Total
Prici
Discovery Education Gur ices
1 Educaton Phas High School Licease $3.150.00 n/a | $3.150.00
7 - Educauon S Plus and teddie Schoal Lieense $2.600.00 na | $18.200.00
Total | $21.35000
08/01/2017 to 07/31/2021
Quantly Description Prise Per No. of Total
Techbook | Students
Dl
$35.60 3.979 1 $113.172.40 |
$42.20 789 $33,295.80
$0.00 na $000
$0.00 va $0.00
$35.60 2,572 i $91.583120
$0.00 wa | $0.00
$0.00 wa | $0.00

I
Total __$238,031.40

@iscovery

EDUCATION

08/01/2018 to 07/31/2019
Quantity Desaiption Price Discounied Total
Price

$3.150.00 | $2.709.00 | $2.709.00
$2.60000 | $2.236.00 | $15.652.00

$§2.500.00 Wa | $10000.00

Total | £28,361.00 |

Price Discounted Towd
Price

$3.150.00 | $2.929.50 | $2,929.50
$2.60000 $2.41800 | $16.926.00

1 52.500.00 nfa | $7.500.00

- p—

08/01/2020 to 07/31/2021

Quantty Descniption Price Discounted Total
Prics
Discovery Education Curriculum Services
1 Di Educaton Suemmsng Plus Hgh School Licease $3.150.00 wa | $3.150.00
T Discovery Education Streining Plus Elementary and Middle School License $2,600.00 n/a | $18,200.00

Total | $21,350.00

08/01/2017 to 07/31/2021
Quantty Descripuon Prica Par No. of Total
Techbask | Students
$35.60 3.179 $§113.172.40
$42.20 789 $33.295.80
$0.00 na S000
$0.00 wa $0.00
$3560 2572 | §91563.20 |
$0.00 na $0.00
$0.00 wa 50.00
Tota! $238,031.40

Grand Total | $344,677.90

10
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EDUCATIONy
“First Renewal Torm”, If applicable
DA/O1/2021 to 0713112022
Cuantity Dascripion Price I'.il';l':::ﬂ Total
|| Discovery Education Curriculum Services
T80 | Discovery Ecucasion Sueaming Pis High School Liconse_______ 150.00 wa T80
T80 | MMMM&Q&_@ wa T80 |
Total TBD
OBO1/2022 to 077312023
Quaniity Price | Discounted | Total
Price
| Discovery Education Curriculum Services
|_TBD | Discovery Education Sireaming Plus High School License §3.180.00 na T80 |
TBO _| Discovery Education Sieaming Plus Elementary and Middio School Liconsa $2.500.00 nia T80 |
Total T80 |
D8/01/2023 to 0713172024
Quantity Discounted
Prica
| T8O | nia
|_Teo | na
Total
[ Guansity | Discouniad
Prics
—TED | wa
TBO na
‘Cuantity
| 18D |
| TBD |
|_TBD |

4

8

T

ddiscovery

EDUCATION

Baymeni.

a. Tha Foes for Discovery Education Curriculum Services and D Edh T in e
SI4,677.90 for the Initial Term are dud and payable as follows:

5255.111.40 no Later than 09012017
§ 18,361.00 no later than 0SV01/2018
$ 19.855.50 no later than 0H012018
$ 21.350.00 no later than 02/01/2020

b. The Fees for the ant of $30, for the:
trstiad Term shall be due and payable no later than nmmn-unmu-. For each mmnu
=ent at the end of each calendar quarier for any and al

previous calendar quarter.

With respect 1o the integration Services. Discovery shall provide Canvas integration Services o Subscriber. "Canvas
Services” ml\emﬁmm alow Subscriber's Users 1o access and search tha
Discovery Education Services, dmnmdmnmmdm\mm|“

Whie Ehat no shudent personal b wulmol'nbnl:
ﬂaw—y!&:ﬁmuﬁ;‘mhl—wmnhhﬁlhwwdhm the
Discovery Education services. pwuu-n-lu-lm accounts, other

mlﬂlmhﬂmmm" that ¥
ide to Di ich nmam-,m-.mn-uum
functions. mn«wunm‘m—“* e ined kom children
hrough certain online services, and o the 10 Discovery's use of such information
hmmdmhmmm Déscovery agress o use any

and any other laws, regulations and statutes. o sclefy 1o B extent applicable; (i) Discovery's Data Security Pobicy
altached herelo as Exhibit B. B °

¥ 1 =—““ s of those

Prafessianal Develop (PO
conducts e following checks on any PD Speciakist 1 4805 oo $chool campuses 1a periom prolessional
be present al the Bime of hire and ralreshes such checks on an

annual bases:
- Criminal Rocords Chirck
Clearante

- Fingerprint

- Chack of ol state. local and tribal sex offender (and related) rogistias that ase inked 1o the nabional search
maintained by the United States Depanment of Justice Sex Offander Publs Website located at
Dt nsaow o’

For the sake of clarity. hmdhmm Hm“mlﬂm;m Speciahsts are
always L of and under the Mwum
Wl'"‘-'-’ copies bl checks for such

11
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@discovery

EDUCATION

o Muﬂhmwuwmﬂm state, and local taxes and will fumish Discovery with
Such tau-Bnemp! Status Upon request. In the even! Subscriber is not

mmmu-ﬁm" agress 1 remt Such taes 1 Discovary.
10. m. with Digital RFP No, 6022017 and Discovery's response 1o PP No. 06022017
containg e entire betwoon Ihe parties retating ko the subject

mmmmwmnwm—umum:.-m of airy of its afhates, untd
w-mwmmm for bath Subscriber and Discavery {or s apglcable afilate). Signatures may
Iy fax or PDF shall be binding and eflective as

original ink signatires.
WASATCH COUNTY SCHOOL DISTRICT DISCOVERY EDUCATION, INC,
(N P g by %
5 e o | Jouw bally §
{Signature Required)

&‘i o ] Kbb, oF E s h Title: SVP-Compliance & Operations
Pri " &" ‘hn!! Joan Kelly Swith
Oate: :!znl 17 Date: July 31, 2017 | 6:45 AM EOT

Ref. No. O6UJSC002134
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discovery

EDUCATION

ATTACHMENT 1
CANYAS INTEGRATION
SCOPE OF WORK

Subscriver inlends 1o use Canvas 1o access Discerary Education products.  Cesoovery will accept ausenicalen requests fram
Canvas lo allow Subscrbars Usens io access and ssarch Discovory Educalion Siressmien Phua, Dissrvery Edutation Soence
Techbook &5d Discovery Edicalion Social Sudies Tachbook,

[ Discavary Deliverabies

—
Raguirnments

Subsr=ines pdminisirator wil ood the
Discowery Education “App’ in Canvas

managemant
reqeremonis

L Y .

| Dhscovary wall prosida Subsentse with on LT1 Key ond |
Sacral

Fedsar=ibe vill creafe and autconais a
process thot oepons skidani asd gra
clals i (b Desgxrsnry dicialed format
Fies must be poshed fo Discosarys
EFTP gafvei ori s reaghlly bass.

Tapcner D arad Stackendill valuss sl are
provided bo Disoovery must rmaich e
SES_ |0 wnkiss in CRnas fifid & sempas
walum st b= pooralaiesd far emch
hoensod Wsar in Carvss,

DiscCuiry vl oy Subzonber with SETE connectian l
infarmston

Hew hoensad Usars will b6 cramad i I eorec] school
#nid role besed on the mightly wpicad process.

Usar
! Ezxperience

De=coaery Education ink in i vericsl
cOurse navigaiicn bsr im Canvas, which
vall fragges the 550 process.

fufidl ity Dmcmery Ecoraton wall
appear in e st of Exernal Tools AR
provids santch and deep link
forctionality.

Teaulls fam e s ol resoorces forwhich User s
Boenzed.

Subsscriber repressmts that it has e right 10 provide [uscovery wih and hercby grants a imilod kcansa o Discovery 10 aecass
all of Subscribar's dan and netentks necessary for Discovery to pariom the Canvas kilsgreton Sersices. The Canvas
Indegration 3ervions are provided as s, and all wareaniies of sny ked. moludeg, without lmiabion, non-ninngemant_ arg hesutry
cisciaimad b e fullas] salen] peemigisd by lave. in nooevent shall Discovary Be Babla lor ary losg profits. Business. msruption,
replatsmant service or othar spodal. ncidanial, consacssntal, puniee or indred damages, however caused and regardlass of
thasary of labiity Fasulting bom ity performance of Canvas infogration Sersices.
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EXHBIT B
DECOYERY EDUCATION, INC DATA SECURITY POLKCY

Thiz Policy descrbes. ngeneral, (f) what seps Dsooeary Educales s, ("Tiscovery”) labes o proledt persorally identifaibis
information {"PI) hat |s provided lo Disceveny: (i) how P may be used: {5} with whom Dscovery may share PIL, and () Bha
slops Discowery inkes (o predect the PIL

Mo saudonl Pl & reguéned for #e wie of ey of the beaic Dsoovery Cducation services, howeser, in the event Lisers et 1o
Lig vy of e furclionadity wilhm the Discowery Education senvices wivich provide personalized pages, ndividudal sosturts.,
cifer user-specilc cusiomuabion, ar othersse submil o wpioad wfermialian (sl such dala is gecerally limited o the following:
éilﬂﬂlﬂm.fﬂﬂﬂﬂll.liﬂm.wﬂumhdl. oF such P provided 1o Discovery will be profeciod In accondarea wilk

Mo sches] amjlioyss Pl iE reguined for Professioral Devolopmont Services othor than lest ramae and st nama For s punpomes
of aendance logs.

I, DEFIMITIONS
Capiiafized infms mafansncsd festyin bl nol othensise defined shall keve the meanngs as set forih boiow:

“Authorzsd Disclses” means the folosdng: (1) thind paries o <hem the SubscrbenCustomenUistridor has geen
Discosnry writhen fpgeowsl 16 discloss PIL (2) thind partes to whom dsdosune is requined by Law; and (3) I applcakis.
third party vandors working on Disocovery’s behall oo perfomiing dulias i cennechan with Discoveny's sermces (eg.
hosting companss) b whorn Sobd eibanCuilome i Didibubor herem grees Discovery smten approval o dsdicse Fil
iRcHiad fram Sidbairie\CusiomenDistibulor and it Users and sho ane mguined oo impkerend aternnisirming,
physical, and lechrical infastniciune and procedural selsousnts n econdincs with pccepled industry standards.

“Auihorized Uses” means a Disoovery employee authoszed by the SubscribenCesiomanDisrbuler o aecass P in
mider |o perform serdices undor en Agrnamant

"Dasbigy” o "Desbucion” means the acl of ensunng the Pl cannot bo reusod or mocsrsiBused in o fomal wheeh  could
be used as ongmally ntended and ad Ba Fll & wiualy impoksils 1o (ecoves of B mohisively  expensive o
reconstiuie i s orging lomeat

FERPA® means the Famiy Egucational Fights and Pricacy Acl of 1974 {codified al 20 U.S.C. § 1232g) and iz
implamantiesy requiaions. as they may be amenced fom sme 1o teve. Tha reguiatons ame ssuad oy tha WE
Depariert of Education, and are available a8 hezcwaww2 ed gopolcyssnvagTarpalindas. himl

Forsoraly kdanilirdda inforrdlion” [ P ) means any information defined as personally idenifable indemalion
unidut FERPA.

Il. PRIVACY OF PERSOMALLY IDENTIFIABLE INFORMATION
Basic Privacy Proteciions

1. ‘Complance with Law and Policy. All Pl providod fo Disooweey & handled, pocaessed, sinimed. irsssmitied and
proiected by Descoaary it Secoidincy wih Al applcable federal doin prevocoy and seounly  lws (induding
FERPA] and valk this Polcy,

2. Treining. Employees {induding emporary and coniract smplayess) of Discovery are eoscaied ond rarmed on
iha propsr uses and dritiosmees of Pi ang Ihe imporiance of informagion prvacy and securify.

3. Personnel Guidelies. AR Discosorny omployans o mogunad o b sveers of srd work b protect the
conhdenBalty, pivacy, and cooedly of P Disctrery, snd its respecive personnsl do nol access Fil except to
n:mpi:.-ntm i gl abligalon uraker lwiarsl or =ials by, reguiston, subpoena, or if ihere ks log@imaie nood dor

1 inlarmabon o mairisin dats sysiems or io pedorm requined sorvicos undor Bha Agresment with
SubscrberCosiomenDisinbuter. Tha foliowing provides & geesesd descripicn of the inlammal polces 1o wiich
Descovery and &S respactive paescensl adhers:
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o Lmil mtensl socess 1 Pl io Discovery personnel with progess aulhodialion and sl diss amdlorn
discosue mmamaly, when recessary, sclely o perscanel with o leglimale need for the PI o cory ol
i BEMCEs provided under B Agresmenl

b.  [hackris P anly 1o Adihorined Disciosess.

o dccess Pl ondy by Aulhdnbad Lsees

d, Whan Fll is no longer needed, deléls atsais i Pl

&, Pemil employess o sione or doemioad inlormadion onfo o local or encrypled poriabbe desses oF Sl
only when necessary, ard o efenla A wiiflsn recond for retenton vordying that the ndemation is
ancrypied and siornd in password-prolecied fes. anil that devcos conliiring e mlmmalion have
approprals  Ascilily soflings in pEco |such as ercrypiion. firevall protecion, ant-vines soltenrs el rolesics
profeclice].

I,  &ny downinaded malerials consising of P remin in the Lindisd Staes

f.  Prokibi iha unanmryated mnsmission of information, or any ofher sourcs of P, vinslesaly or Srdis & publes
r=Swark ko 2wy thed party.

. U cxpration ar lemrinaton of Agreemeni. Discovery shall Doatieiy #ll P prevacusly facssyved fnam
Suhseribai Custormse i Tisiribuion no lsfer San dedy [B0) days folowing such lemmsnaton, unlesss o réicnialile
wiiten requesi is =zbmitied by Subscrgse Cuslomen Dhsbibulor o Discoveny bo hold such PIL. Each slecionic
fia containing Pl proscied by SubsorterCustomesi D iniwdor by Discosery will ba secumly Dastroyd. This
protsinn shall ppgly 1o PH Sal i in ha pssession of Discovery, Discovery emgployess/personned andior
Authorized Disclozess.

Infarmatian Securily Rizk Assecehiom

Disenvary ponndcally oondutis an Jocurate and horough assessment of the potenlial rees  &nd wirsrabltas 1o
the confidenlinbly. inlsgeily, and avadabily of alectronic, paper. or o reccnds containing Pl maim=ned by
Dicoovary; Discovery reparts such reks as prompdly 88 posdifds 1o Subd o Cusioma s D dors, and
Digeoysdy impamants secriy measuns sullciend o reduce identfied rsis ang wuinembiites, Juch redsuned Wew

by Dimcovery besmd on Uss lewal of isks, capabiiies, and cperating requinmenis. These meaures
inciuda, as appoprate and reasonable, he folowrg  ehdsguinils

1. Agminmirive Jafsquands

a. SancSons: Approgriase sancices agansi Convactor personnsl who inil 10 comply with Discovery's
b, Sysitem Monformg Procedures 1 regulaily dindioe mcadds of infnimaiod sysdams aclivily, inchoding
maintpining access kags, ao0ess repors, secuiy incident ocking imports, srd petindis poios Al
Sescurily Dwaraight; Azzignmanl of ona or mone appropriols management level employees of Ciscoeery bo be
responsibhs for desslioping. mplemening, ard mondonng of Aalaguands and ssoudily soes
aspropiate Access: Procedures io determine thal the: sooess of Destovery personne] 1o PHH is: appeoghials
and mess o lnglimain naad o support Swoirroles n bosiness or educsbonal opembons. Procedures for
Eﬁﬁﬁmmhﬂ!ﬂmmﬂmmﬁm
ecoess o P
B mmmﬁlmmuwmmmmmm
m 1]

I Aﬁﬁmﬁmﬂhﬂﬁmﬂﬂnhhﬂiﬂhﬂ“ﬁﬂ#ﬂtﬁﬂﬂﬂﬂﬂﬂﬂmm

i lengar Fas A legiimalo need lor acoess.

? Physical Salgards

a. Aooes: i Wi Procedures hal geani &coess o Pll by establshing, docomening. reviewing. and moditying &
w:@umhummﬂmmwm

i Aweeensss Trainiosg: On=going sscurily swarensss Frough pinrrsg or ol meees thil poevads Chiscovary
porsonngl (incheling maonogement] wih updoles o seowily eocedues ond polices (inchuding  guandng
pgnieal, dewrling, ard mpording makciows, softwane). Awnreness mring also addresses  procecures for
maniernG Bgn ilbmpls el Maponing cisompancies, a5 wall as proosdures for saleguarding
POSSATITI.

e Inddonl Response Plan: Prooedures for respondieg o, docsmening. and meligeting whers pracicalie
mrpacied o kriwen inciderds Preclving a possbio braach of security and Sheir oolcomes.

d. Physical Acoess: Picosdums 1o Imil phygical eccsas 1o Pl and e lacilty or fackfies in which they ame
houssd whio onmung ™al propedy puthoized Azcets s slreed, including piysicel baemiars thin
reguita  slacronic oonwol vakdston (e.g. cand acoee spstems] or ynkdalion be humen aaceily parsonnal
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= Physical ldenificaton Validalorr Accoss & physically saleguarded o prevent tamperning and ®wll, saduding
precodunes (o Bddress cunll gred velidaien of o porson’s scceas 0 Taciltias Lieed af s or her need jor
pecess o the Pil.

! Dpematonal Envieanmant. Protedures thal specty the proper furctions in ba pofomassd, e manner in weach
fhay sevt b b perfcemed, and e phyaical altrbudis of B suiroundings of faciites whens PE s stored,

g Media Movement: Pmcodures that govem the receint and removal of kardware and alattronc rmedig
thiil s Pl into and out of o faciiby.

3 Technica| Gafeguands

a [Dala Trnsmssions: Techrical selaquanss, nduding =ncryplion, B enoue P rancmilied over am et
pormrrEdions noteork is ot oocessod by unauthorized persons o growes,

b.  Data infegnty: Proceduras that geolscl Pl mginlained by Discovery from improper aferation o destrection.
Trasa oiffidre inchafe mechanisms o authenticale roconds and cornboresa el ey heve  rof Been
olered o desboyed in @n unarhonzed manner,

C. Logging olf Inactive Lissrs Inacive el=ctronic sessions are desioned o eemmals auipmebcally slsr o
sgeciied penod of Bme.

Sacurily Cantrals implementalion

Discavery has procedwres addressing the acquisfion and operalicn of lechnology, he specfc assignment of
duties and responsbiiles to rardgen and siplf, the deployment of msk-appeoprale controls. and the naed for
managemen] and stall o undersisnd Ter resoonsibibos and heees [he knowledge, skl and motvason
P EEsy b Pullll thir duias

Security Monitoring

In comtvnafion with pericdic spowslty sk sssesiments, Discovery uzes a vanely of approaches ard lachnologns
o make Gure Thel fshs snd inddenis e appropriabely deieched, assessed e miligaled on an ongoing basiz.
Descovery also SSSCRSEL ON &N ngeani hasin whethes coflmols are effective and  perfomm as infended, incheSing
ininssion manigring and dala lozs preserdion.

Seeurlty Pracirss Impravemenl

Basad on Discovaly s sy fsk sesessments and ongoing secunty monioning, Discovery gathers. and analyzes
inforrraton regarding new iheats and wulnorabilSos, actial dola amecks, & Dew apedruni$es ler managing
socurly nsis and incidenis, Dceeary wies. ths inlonralion o update and mprove &5 Nk assesomeond sirsiegy &
EONIno pROCERRe

At

CEssranry acknovedges Subscriber’ s Custome’' s Tisinoumors right 10 aud® any Pl colaciod by Deeossany Andior B
security processes ksied hemin upan redionsible: prr eilisn nabee o Discovery's procips! place of business, during
mormil Entsinais hours, & na mans then onoe pey yeor, Discovery shall maintain recoeds and documaniaion directly
ard specifically refaled io the senvices poformed undar tFa Agreamant for & perad of thres (35 years. unless otheramse
slalod in Section B {350} of his Pokcy,

Breach Remediation

Descovery keeps Pl provided to Discovery secure and wuses reasconsble admimstabive. lechncal, ana peyscal
salaguands o do 0. DEcovery mairtsins and updates incident response plans hat asfablish procsdiess o the
event a breach ocowrs. Deoovery ako dontlas rclivicala esponsble for mplemecting incdent resporse plans
should a braach should acsur.

it a SubscrberCuslomenQstibulor or iscovery defemnings. ™hal & Breach has occumed, whan hee i o
reascnaohe risk of iduanity thall or olhar Faen, or where olherssse roquired by law, Discovery provides any
legally maquired motficalion to affecied parios as promplly as possibie, and Tully cooperaies as neaded o
mMﬂ.Mhumm
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Discovery repons as promplly 2s possible 1o Subscr (o thei Cedigrmss; drcd parnns
meporible Wy mamaging thair mepecive orgonizalion’s: incidend response plan =7y inodend o fhenlened el
mmmtmmumuﬁlummmmm inciEdenis ndude =y

twnach or hacking of Cacovery's Elecirenis Des Syylen ar any lods o el of data, cther electonic sicage, or
pmr.ﬂﬂﬂﬂ."&ﬁm@l&ﬂﬂ'“ﬂlmmﬂww
Ang palveara & mployed in Discovery's business, whether or rot pwned by Discovery or operated by &3 employees or
agents in padureming wark for DEorary,

Persanmed Secumity Policy Oversiew
Discovery miligstes risks by

1. Parfwming appropnaio backgroung chocks and scresning of new personnel. in particular thoss who have
mcr=as o

Z  Oblniring agrecments from nlemal umes covenng conbderalty, nondsckaee sl aulhivifged uis of Fil,
1 Praendng erehg i s eaianiss and policy complanos Sor rew necs and annualy for personnol
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EXHIBIT “B”

SCHEDULE OF STUDENT DATA

Check Check
Category of Elements if used Category of Elements if used
Data by your Data by your
system system
IP Addresses of X Place of Birth
users, Use of Gender
. cookies etc. Ethnicity or race
Application Oth L
Technology o -anguage
Meta Data application information
technology meta (native,
data-Please preferred or
specify: primary
language spoken
Application Use Metq data on X by student)
Statistics us'er mtergchgn Other .
with application demographic
information-
Standardized Please specify:
test scores Student school
Observation enrollment
Assessment data Student grade
Other Internal level X
assessment data- | Assessme Homeroom
Please specify: | Nt Platform Guidance
counselor
Stuflent school Enrollment Spegiﬁc
(daily) curriculum
Attendance attendance data programs
Student class Year of
attendance data graduation
Other
Online X enrollment
Communication communications 1nf0rmat10g—
S that are captured Please specify:
(emails, blog
entries) Parent/Guardian | Address
Contact Email X
Conduct Conduct or Information | Phone
behavioral data
Parent/Guardian | Parent ID
Demographics | Date of Birth 1D number (created
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Check Check
Category of Elements if used Category of Elements if used
Data by your Data by your
system system
to link parents number
to students) State ID number
Vendor/App X
Parent/Guardian | First and/or assigned student
Name Last ID number
Student app
Student username X
Schedule scheduled Student app X
courses passwords
Teacher names
First and/or
English Student Name Last X
language learner
information Program/applica X
Low income tion Internal
status performance AsSess
Medical alerts (typing ment
/health data Student In App | program-student Platform
Student Performance types 60 wpm,
disability reading
. information program-student
Special - ds below
Indicator Speaahzed reacs
education grade level)
services (IEP or
504) Academic or
Living Student ext'rale'lrricular
situations Program activities a
(homeless/foster Membershi student may
p
care) belong to or
Other indicator participate in
information-
Please specify: Student
Student Survey | responses to
Responses surveys or
questionnaires
Student Contact giir;ss Student «
Information Phone generated
Student work cgntent; writing,
Student Local (School pictures etc.
Identifiers district) ID X Other student
work data -
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Check
Category of Elements if used
Data by your

system

Please specify:

Student course
grades

Student course
data

Student course
grades/performa
nce scores

Transcript

Other transcript
data -Please
specify:

Student bus
assignment

Student pick up
and/or drop off
location

Transportation | Student bus card
ID number

Other
transportation
data -Please
specify:

Please list each
additional data
element used,

stored or o D
collected by S S
your application

Other

No Student Data Collected at this time

*Contractor shall immediately notify LEA if

this
designation is no longer applicable.

OTHER: Use this box, if more space needed
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EXHIBIT “C”
DEFINITIONS

Contractor: For purposes of the Service Agreement, the term “Contractor” means Contractor of
digital educational software or services, including cloud-based services, for the digital storage,
management, and retrieval of pupil records. Within the DPA the term “Contractor” includes the
term “Third Party Contractor” as used in the Student Data Protection Act and “Operator” as used
in COPPA.

De-Identified Information (DII): De-Identification refers to the process by which the
Contractor removes or obscures any Personally Identifiable Information (“PII”’) from Education
Records in a way that removes or minimizes the risk of disclosure of the identity of the
individual and information about them.

Education Records: Educational Records are official records, files and data directly related to
a student and maintained by the school or local education agency, including but not limited to,
records encompassing all the material kept in the student’s cumulative folder, such as general
identifying data, records of attendance and of academic work completed, records of achievement,
and results of evaluative tests, health data, disciplinary status, test protocols and individualized
education programs. For purposes of this DPA, Education Records are referred to as Student
Data.

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or
“PII” has the same meaning as that found in U.C.A § 53E-9-301, and includes both direct
identifiers (such as a student’s or other family member’s name, address, student number, or
biometric number) and indirect identifiers (such as a student’s date of birth, place of birth, or
mother’s maiden name). Indirect identifiers that constitute PII also include metadata or other
information that, alone or in combination, is linked or linkable to a specific student that would
allow a reasonable person in the school community, who does not have personal knowledge of
the relevant circumstances, to identify the student with reasonable certainty. For purposes of this
DPA, Personally Identifiable Information shall include the categories of information listed in the
definition of Student Data.

Student Generated Content: The term “student-generated content” means materials or content
created by a student during and for the purpose of education including, but not limited to, essays,
research reports, portfolios, creative writing, music or other audio files, photographs, videos, and
account information that enables ongoing ownership of student content.

R277-487, Public School Data Confidentiality and Disclosure: The implementing Rule
authorized by Utah Constitution Article X, Section 3, which vests general control and
supervision over public education in the Board, and further authorities the Board to make rules to
establish student data protection standards for public education, pursuant to Subsection 53E-9-
302(1) of the Utah Student Data Protection Act.

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements
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and modifies.

School Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
Official is a contractor that: (1) Performs an institutional service or function for which the agency
or institution would otherwise use employees; (2) Is under the direct control of the agency or
institution with respect to the use and maintenance of education records; and (3) Is subject to 34
CFR 99.33(a) governing the use and re-disclosure of personally identifiable information from
Education Records.

Student Data: Student Data means personally identifiable information, whether gathered by
Contractor or provided by LEA or its users, students, or students’ parents/guardians, that is
descriptive of the student including, but not limited to, information in the student’s educational
record or email, first and last name, home address, telephone number, email address, or other
information allowing online contact, discipline records, videos, test results, special education
data, juvenile dependency records, grades, evaluations, criminal records, medical records, health
records, social security numbers, biometric information, disabilities, socioeconomic information,
food purchases, political affiliations, religious information text messages, documents, student
identifies, search activity, photos, voice recordings or geolocation information. Student Data
shall constitute Education Records for the purposes of this Agreement, and for the purposes of
Utah and federal laws and regulations. Student Data as specified in Exhibit “B” is confirmed to
be collected or processed by the Contractor pursuant to the Services. Student Data shall not
constitute that information that has been anonymized or de-identified, or anonymous usage data
regarding a student’s use of Contractor’s services.

Subscribing LEA: An LEA that was not party to the original Services Agreement and who
accepts the Contractor’s General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes
referred to as the “Subcontractor”) means a party other than LEA or Contractor, who
Contractor uses for data collection, analytics, storage, hosting or other service to
operate and/or improve its software, and who has access to PII.

Targeted Advertising: means presenting advertisements to a student where the advertisement is
selected based on information obtained or inferred over time from that student's online behavior,
usage of applications, or student data. Targeted advertising does not include advertising to a
student (i) at an online location based upon that student’s current visit to that location; or (ii) in
response to that student’s request for information or feedback, without retention of that student’s
online activities over time for the purpose of targeting subsequent ads.

Utah Student Data Protection Act (Utah Title 53E-9-301 through 53E-9-310): Means the

applicable Utah regulations regarding student data, as further implemented by the Superintendent
pursuant to R277-487.
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EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF STUDENT DATA
Wasatch County directs Discovery Education Inc. to dispose of data obtained by Contractor

pursuant to the terms of the Service Agreement between LEA and Contractor. The terms of
the Disposition are set forth below:

Extent of Disposition Partial. The categories of data to be disposed of
are as follows:

Disposition shall be:
Extent of Disposition Complete. Disposition extends to all categories of]
data.

Nature of Disposition

Destruction or deletion of data.

Disposition shall be by:

Nature of Disposition

Timing of Disposition As soon as commercially practicable
Data shall be disposed of by the By (Insert Date)

following date: . .
Special Instructions

Timing of Disposition

Authorized Representative of LEA Date

Verification of Disposition of Data Date
by Authorized Representative of Contractor
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Exhibit E

Intentionally Omitted
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